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Good Morning Stephanie,

We wanted to make you aware that the Banner Self-Service releases posted yesterday address
various security issues with underlying open source components used within the Banner Self-
Service Platform.

We highly recommend upgrading to these releases to receive the latest security improvements.

Application Navigator 3.3.1

Faculty Self-Service 9.12

Finance Self-Service 9.4

Student Self-Service 9.13

Employee Self-Service 9.12

General Self-Service 9.6

Registration Self-Service 9.18

Banner General Events Management 9.8

Banner Extensibility-Page Builder 9.7

Banner Communication Management 9.7.1

Banner Event Publisher 9.4

Banner Document Management Integration Component 9.2.1
Banner Student eTranscripts APl 9.2.0.1

Banner Recruit Integration Manager 2.7 (release will be posted September 4)

Please see the Banner General and Technical Community Post and the Release Notes (available in
the Ellucian Documentation site with a Customer Center login) for additional information.

If you have any additional questions, please contact Customer Support.

Kind Regards,
Arthi Chakravarthi, Senior Product Manager



http://app.learn.ellucian.com/e/es?s=1855015449&e=130636&elqTrackId=3999daf3d7e94145b1c71b5e379f1f28&elq=ec10f86db366446398af3a1bfba8678f&elqaid=8642&elqat=1
http://app.learn.ellucian.com/e/er?utm_campaign=20200828%20Global%20Banner%20SS%20Security%20Update%20HA&utm_medium=email&utm_source=Eloqua&s=1855015449&lid=7122&elqTrackId=6C7A7658D4EA82B005749658576A8F35&elq=ec10f86db366446398af3a1bfba8678f&elqaid=8642&elqat=1
http://app.learn.ellucian.com/e/er?utm_campaign=20200828%20Global%20Banner%20SS%20Security%20Update%20HA&utm_medium=email&utm_source=Eloqua&s=1855015449&lid=3707&elqTrackId=856C290398C981A308374C46A0854DCB&elq=ec10f86db366446398af3a1bfba8678f&elqaid=8642&elqat=1
http://app.learn.ellucian.com/e/er?utm_campaign=20200828%20Global%20Banner%20SS%20Security%20Update%20HA&utm_medium=email&utm_source=Eloqua&s=1855015449&lid=5932&elqTrackId=F959611B4F2EC9063D9F4D57282CE0AC&elq=ec10f86db366446398af3a1bfba8678f&elqaid=8642&elqat=1
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To: CS-Banner Programmers <cs-banner-programmers@adams.edu>

Interesting! First time I have gotten a notice like this from Ellucian. Do we know about
the security issues they are referring to? Did you all receive this notice too?

Looking at the link provided the Ellucian Community is not happy about this combination
of quarterly updates with security patches and the lack of information about the
security risk. Also this was announced at the beginning of the school year.

Stephante Cramblet, M.S.

Manager of Enterprise Application Systems
Adams State University | Computing Services
208 Edgemont Blvd | Alamosa, CO 81101
Office: 719.587.8379 | Cell: 707.799.3035
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